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« General decline of wages for young
— In particular, for medium-skilled and low-skilled workers
— Implies growing wage premia for higher education and rising Trends Changing Future World of
inequality in wages Work
« Highly-educated workers have faced declining
employment opportunities in top-paying jobs
« Analytical jobs have more positive history overall
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Takeaways — Questions i

* How do we ,manage” this huge diversity of cybercrimes?

— How to invest more effectively?
« Protection
« Mitigation/Recovery/Self-Insurance
* Risk-transfer/Cyber-Insurance
« Do nothing S
— Similar to privacy: Substantial externalities (e.g., bots) 7
« Can we deal with niche crimes; especially if =
originating in different jurisdictional settings?
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Takeaways

« External and internal drivers push for a systematic information
security management
— Strategic protection of assets, compliance regulations, growing
complexity etc.
« Information security management systems (ISMS)
— Meet security objectives, satisfy external requirements &
regulations, improve security-related activities, ...
— Need support for planning, implementation, monitoring, and
improvement of an ISMS

« Established standards available to help, but practice is messy
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Takeaways

« Significant efforts being done towards implementing data collection
and processing in the name of national security

+ Similar efforts undertaken in many countries regarding Internet
filtering and censorship

« Many challenges which are hard to resolve:

— Grand challenges: Impact on civil liberties

— More well-defined challenges: Like responsible disclosure
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First they came for tne Jews, but | did
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came for the socialists, but | did nothing

because I'm not a socialist. Then they came Q
for the Catholics, but | did nothing because L> é@/{%fﬁ ’) )
I'm not a Catholic. Finally, they came for me, /p
but by then there was no one left to help
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